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MIHICTEPCTBO OBOPOHM YKPATHA
HAKA3
Kuis
Ne 153/um Bin 22.03.2023

IIpo 3aTBepmkenns IlopsiKky BUKOPHCTAHHS JIOKAJTbHUX pajlioMepex B cHCTeMi

MinicrepcTBa 000poHH YKpainu

BinnoBinno no 3akony VYkpainu “TIpo enexkTpoHHi KOMyHIKalii” Ta 3 METOI0 BH3HAYEHHS HOPSIKY
BUKOPHCTAHHS JIOKAJBHUX PaliOMEpPEeX B €JIEKTPOHHUX KOMYHIKAIHHUX CHCTeMax Iuii 3a0e3neyeHHs
JOCTYIy TOCaJOBHX Ta CIy>KO00BHX oci06 cuctemMu MiHicTepcTBa 00OpOHHM YKpaiHH [0 BiZOMYHX
iHpOpMaLifHO- KOMYHIKAI[IHHIX CHCTEM Ta CEPBICIB CIEKTPOHHUX KOMYHIKAI[IHHUX MEPEex
HAKA3VYIO:

1. 3arBepautu Ilopanox BUKOpPHCTaHHS JIOKAIbHHX paJlioMepex B cucTeMi MiHicTepcTBa 00OpOHHU
Vkpainu, 1110 J0JA€ThCs.

2. Hakas posiciaT 3riJHO 3 PO3PaXyHKOM PO3CHIIKH.



MinicTp 06oponn Ykpainu Outekciii PE3HIKOB

3ATBEPJI’KEHO
Haxa3 MinicrepctBa 000poHH YKpaiHu

Ne 153/am Big 22.03.2023

HOPANOK

BHKOPUCTAHHS JOKAJIBHHX pagiomepex B cucteMi MinicrepcTBa 000poHn Ykpainu

1. 3aranpHi IOJIOKEHHS

1. Ueit Ilopsmox BU3HA4Yae TNPOIETYPY BHUKOPHCTAHHS JOKAIBHHX paTiOMEpe)Xk B EICKTPOHHUX
KOMYHIKaI[IHHUX CHCTeMax Julsl 3a0e3MEeUYeHHs JOCTYIy IOCaJOBHX Ta CIIy:)KOOBHUX OCI0 cucTeMu

MiwnictepcTBa 0060opoHH YKpainu 1o [HTepHeT Ta/abo BioMunx iHGopManiitHO-KOMYHIKAI[IHHIX CHCTEM.

Ileii mopsiok 3acTocoByeThes B amapaTi MiHicTepeTBa 000poHM YKpaiHH, CTPYKTYPHHX MiApO3Ziiax,
yCTaHOBAaXx, OpraHizalisx, oo 3a0e3MneuyloTh BUKOHAHHS HOTo 3aBAaHb i QyHKIIH, Ta MiANPHEMCTBAX, IO
HaJie)KaTh A0 chepl HOoro yHpaBIiHHS, PO3BiIyBaJbHOMY opraHi MiHicTepcTBa 00OpOHH YKpaiHH,
36poitaux Cunax VYxpainu, [lepxaBHid croenianbHii cimyxO6i TpaHcmopTy Ta iX opraHizamiiHuX
CTPYKTYpax (maii — BificbkoBa OopraHizalliiiHa CTpyKTypa).

2. YV npomy Ilopsiiky TepMiHH BXKUBAIOTECS Y TAKMX 3HAYCHHSX!

- SSID (en. Service Set Identifier) — yHikanbHe HaliMEHYBaHHsS O€3MPOBOIOBOI MEPEXi, IO BiAPI3HSE
oJiHy 0€3MPOBOJIOBY MEPEXKY BiJl 1HIIOT;

- aaMiHicTpaTop OE3MPOBOIOBOI Mepexi (mami — aaMiHICTpaTop) — KOPUCTyBad, SKOMY HaJaHO
MOBHOBa)KCHHS I[OZ0 HAIAIITYBAaHHS 0OJaJHAHHS OE3NIPOBONOBOI Mepexi Ta/abo yNpaBIiHHSI HUM Y
HPOILIeci eKcIuTyaTatii;

- BipryanpHa npuBaTHa Mepexa (en. Virtual Private Network), mami — VPN, — TexHomnoris, mo
3abe3neuye 3’e¢AHAHHS JIOKAIBHUX MEPEK NOOYJI0BAaHUMH Yepe3 He3aXHIIEeHe Cepe/JOBHIIE 3aXUIICHUMH

KaHaJIaMU repejadi JaHuX;

- TOCcThOBa 0E3MPOBOJIOBA Mepexa — Oe3MpPOBOAOBA Mepeka, IO PO3rOpTAEThCs Ul 3abe3NeueHHs
TUMYacOBOTO JOCTYyIly KOPHCTyBadiB 10 IHTepHETY;

- 3aXUIIEHWH KaHal nepenadi JaHUX (mami — 3axuiieHe 3’€JHAHHS) — 3’€AHaHHA MDK TEXHIYHUMHU
3ac00aMU  CJICKTPOHHUX KOMYHIKalii, KOH(iIEHUIHHICT 1 wULIicHICTh iHQopMalii B sIKOMY

3a0e3IeuyeThCs IUITXOM BUKOPUCTAHHS KpUITOrpadiyHUX MPOTOKOIIIB Iepeaadi MUu(ppOBaHUX JaHUX;



- iHdopMmamiiiHO-TeNeKOMYHIKallifHAIT By30J1 — oOpraHizamiiiHa CTpyKTypa, M0 3a0e3neuye
iH(opMauiiHO-KOMYHIKalliHHUMHU cepBicaMy BU3HAYEH] BiFCHKOBI OpraHi3aliifHi CTPyKTypH;
- KII€HT O€3MPOBOJOBOTO IOCTYIy (HIaJli — KIi€HT) — aOOHEHTChKA CTAaHIIS pPamioNoCTyIy, sKa

00J1iKOBaHa BCTAHOBJICHUM HOPSIKOM y cucTeMi MiHicTepcTBa 000poHu YKpaiHu;

- KOHTPOJIbOBaHA 30Ha — TepUTOpis (a0 TepuTopii), Ha K YHEMOXKIHBIIOETHCS HECAHKIIOHOBAHE
nepeOyBaHHsS CTOPOHHIX OCI0 Ta 3a0e3MeuyrOThCS 3aX0/AU IIOJ0 3aXHCTy 00JagHaHHS Oe3MpPOBOIOBOT
Mepexi;

- KOpHCTyBa4 06e31poBOI0BOI Mepeski (Jlai — KopucTyBad) — ocoda, sika 3a Ipouexyporo 1poro Ilopsaxy

oTpUMaa JOCTYII 10 O€3MPOBOJOBOT MEPEXKi;

- JIOKaJbHA MepeXKa — CYKYyIHICTb IIPUCTPOIB Mepexi, SIKi MalOTh MOXIIMBICTh B3aeMOJI Mixk co00r0 Ha

KaHaJIbHOMY PiBHI MEPEKEBOI MOJICN BIIKPUTOI CHCTEMH B3a€MO/IIl;

- JIOKallbHA pajiomepexa (nmami — Oe3mpoBOJOBa Mepeka) — Mepexa Oe3npoBOIOBOrO JOCTYIY Yy
HEJILEH30BaHOMY [lialla30Hi pajioyacToT, Mo0yJOBaHAa 3 BUKOPHCTaHHAM paxioobnagHaHHS  (
pasioeNeKTPOHHUX 3ac00iB) 3 aJaTHBHUM BUOOPOM BUIBHOTO KaHAJIy Ta METOJIB MOCIa0ICHHS BIUIUBY
paniozaBax B yMOBaX CIUIBHOTO KOPHUCTYBaHHS CMyraMd pPaJioyacToT i3 3aCTOCYBaHHSIM TEXHOJOTIH,

3JaTHUX 3a0€31eunTI e(beKTI/IBHe KOPUCTYBaHHsL paﬂiO‘IaCTOTHI/IM CIICKTPOM;

- 00’exT iH(OpMaLiHOT HiATBHOCTI — IHKEHEPHO-TEXHIYHA CIIOpyAa (NPHUMIIICHHS), TPaHCIIOPTHUI
3aci0, Je¢ TPOBAJAUTHCSA ISUTBHICTH, IIOB’s3aHAa 3 JIEp)KaBHUMH iH(QOpMaliiiHUMH pecypcaMu Ta

iHdopMai€ero, BUMOra IoJI0 3aXUCTY SKOI BCTAHOBJIEHA 3aKOHOM;
- 00nagHaHHS 0e3MPOBOIOBOT MEPEKi — KIIIEHTH Ta TOYKH OE3MPOBOIOBOTO AOCTYITY;

- Touka Oe3npoBomoBoro goctymy (en. Access Point, AP), nani — Touka I0CTyIy, — pagioeneKTPOHHUI
3aci0 i3 (QYHKUiIAMH yNpaBaiHHS 1 OOMiHY NaHUMH MDK IHIOUMH DPaliOCJICKTPOHHUMH 3aco0aMu
PaioTeXHOJIOTIH IMPOKOCMYTOBOTO JIOCTYITy, SIKMH 3a0e3redye NOCTyI KIIEHTIB 0 iH(popMaiiiHo-
KOMYHIKAI[IfHUX CUCTEM Pi3HOTO NPU3HAYECHHS.

IHII MOHATTS, SIKi BUKOPUCTOBYIOTHCS B IIboMY [lOpsiaKy, BXKHBAIOTBCS y 3HAYCHHSX, BH3HAYCHHX
3akonamu Ykpaiau “IIpo enekrTpoHHi koMyHikamii” Ta “IIpo 3axumct iHdopmanii B iHdopMmamiiHO-
KOMYHiKamiiHux cucremax”, IlpaBmnamm 3a0e3meueHHs 3axucty iHdopmanii B iHdopMauiiiHux,
CJIEKTPOHHUX KOMYHIKaliHHUX Ta 1H(OPMAIHO-KOMYHIKalifHUX CHCTEMaX, 3aTBEpPAKECHHUMHU
noctaHoBoro KabGinery MinictpiB Ykpainum Bim 29 Oepesns 2006 poxy Ne 373, Ta Ilepemiky
pamioeIeKTPOHHHX 3aC00IB Ta BUIPOMIHIOBAJIBHUX MPHCTPOIB, HA CKCILTYaTalil0 SKHX MMOTPiOCH T03BLI
Ha EKCIUTyaTallil0 pPafioeIeKTPOHHOro 3aco0y ab0 BHIPOMIHIOBAIBHOTO HPHCTPOIO, 3aTBEPIHKCHOIO

pimieHHsM HarioHanbHOT KOMICIT, [0 3AIMCHIOE JACp)KaBHE pEryjoBaHHA y cdepi 3B’SA3Ky Ta
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iHpopmaru3zamii Bix 23 rpyans 2014 poky Ne 844.

3. be3npoBoOBi Mepeki pO3TOPTAIOTHCS B €ICKTPOHHUX KOMYHIKaLliHHAX CHCTeMax A 3a0e3neyeHHs
JOCTYIy KOPHCTYBaUiB BiiCHKOBHMX YacTHH 110 [HTepHET Ta/abo iHpopManiiiHO-KOMYHIKAI[IITHUX CUCTEM,

3a apXiTeKTypoIo, BapiaHTH SIKOT HABE/ICHO B JOAATKY 1.

4. Tlopsnox pnocrymy a0 iHpopmauii B iH(MOPMAIiHHO-KOMYHIKAiHHUX CHUCTEMaX BH3HAYAETHCS

BOJIOIUIBISIMHU iH(pOpMaLii y BiIIIOBIHUX iHPOPMALIHHO- KOMYHIKaLiifHUX CHCTEMax.

5. OcobamuBOCTI BUKOPHCTAaHHS JIOKAJTBHUX pagioMepexk B pPO3BiAyBaIbHOMY opraHi MiHicTepcTBa
obopoHn VYkpaiHum Ta IOro BiliCBKOBUX OpraHI3allifHUX CTPYKTypaX BH3HAYAIOTHCS KEPiBHHKOM

PO3BiyBaIBLHOTO OPTaHy.

6. Ilepenaya indopmanii 3 0OMexkeHHM JTOCTYHOM Yepe3 Oe3IPOBOJOBI Mepexi 3HiHCHIOETHCS 3TiHO 3
BUMOIaMH 3aKOHOZaBcTBa y cdepi 3axucty iHdopmanii B iHpOpMaLiiHHX, €JIEKTPOHHUX
KOMYHIKaI[IHHUX Ta iH(pOpPMAIiIHHO-KOMYHIKAI[IHHIX CHCTeMaX.

7. PosropranHs 0e3mpoBOIOBHX Mepex Ha o0’ekTax iHGpOpMaIiiHOI misuibHOCTI (mOpy4 3 00’€KTamu
iHpopMaliifHOl AiSUTBHOCTI), IO MPU3BEAE 10 BIPOBADKCHHS JOJATKOBUX 3aXOMIB MIOAO 3aXUCTY
iHpopMamii Ha 00’€xTax 1H(OPMAIIHHOI JiSUTEHOCTI, 3AIHCHIOETHCS 33 MOTOKEHHAM 13 KepiBHUKaMH (
KOMaHANpaMH, HaYaJIbHUKaMH ) BIHCEKOBUX OpraHi3allifHuX CTPYKTYp, SKUM HAJISKHUTH [IPaBO BIACHOCTI
Ha BIAMOBiHI 00’ €xTH iH()OPMAIIIHOT [isTTBHOCTI.

Posropranns 6e3npoBonoBUX Mepex Ha 00’e€kTax iH(OPMAIIHHOI JisUTTBHOCTI Ha SKUX 3IIHCHIOETHCS

06pobka iHpopMallii, 0 CTAHOBHUTH JIeP>KaBHY TAEMHHII0, TEXHIYHUMH 3aC00aMu, 3a00POHEHO.
II. [Topsimok po3ropTaHHs OE3MPOBOIOBHX MEPEK

1. HeoOximHicTh 3abe3neueHHs OE3MPOBOJOBOrO NOCTymy a0 IHTepHeT Ta/abo iHpopMamiiHO-
KOMYHIKAI[IfHUX CHCTEM BH3HAYa€ BINNOBIAHUIA KEpiBHUK (KOMaHIWp, HAYaJIbHUK) BiliCHKOBOT
opraHi3auiifHOi CTPYKTypH.

2. PosropranHs 0e3NpOBONOBUX MEPEK 3OIMCHIOETBCS CHJIaMH Ta 3acobamu  iHpOpMamiiHO-
TEeNEeKOMYHIKAI[IHHUX BY3IiB, sKi 3a0e3MeduyIoTh iH(pOpMaIiifHO- KOMYyHIKaliifHUMU cepBicaMn BU3HAYEHI
BIMICHKOBI OpraHizamiiiHi CTpyKTYypH.

3. HapanHs 0e€31pOBONOBOrO JOCTYIy KOpPHCTyBauaM ngo IHTepHer Ta/abo iHdopMariiHo-
KOMYHIKAI[IfHUX CHCTEM 3[IHCHIOETHCS Ha MiICTaBl 3asBKU HA HaJaHHs OE3MPOBOIOBOTO NOCTYIMY (ai
—3as1BKa) KepiBHUKA (KOMaHIMPA, HA4YaJIbHUKA) BIHCHKOBOI OpraHizaiiifHoi cTpykTypu (i CTpYyKTYpHOTO
HiJpo3iy), 3pa30K SKOi HaBeICHO B JoAaTKy 2 10 uboro [Topsaky.

3asBKU MOJAIOTHCS HAYAJIbHUKY 3B 53Ky BIHICBKOBOI OpraHi3aliiHOT CTPYKTYpH.
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CTpyKTypHI HiIpO3IiK BifICEKOBHX OpraHi3alliifHUX CTPYKTYp, sSIKi 3a0e3MeduyroThcs iH(OpPMAIiiHO-
KOMyHiKariiHumu cepicamu ['ojoBHUM iH(pOpMaliiiHO-TeneKOMyHIKaliifHUM By31oM 30poiitanx Cui

Ykpainu, 3as1BKH OAAI0Th KOMaHyBauy Bilicbk 3B 513Ky Ta KibepOe3neku 30poitnux Cun YkpaiHu.

CTpyKTypHi Mifpo3aii BifiCEKOBUX OpraHi3aulliifHUX CTPYKTYp, siKi 3a0e3medyloThesi iH(popMariiHo-
KOMYHIKAIlIfHUMHU cepBicaMu iH(pOpMaLiiHO- TeJIeKOMyHIKaliifHuMu By3iaamu MiHicTepcTBa 000pOHH

YkpaiHu HaJaroTh 3a9BKU KePiBHUKY (KOMaHIHNPY, HAYaJbHUKY ) BiAIOBIIHOTO BYy3Ia.

4. Tlopsaok HagaHHS JOCTYIy KOPHUCTYBadaM JIO TOCTHOBOi O€3MpPOBOJOBOT MEpEkKi BH3HAYAETHCS
pilleHHSM KepiBHUKa (KOMaHAWpa, HaydajdbHUKA) BIHCBHKOBOI OpraHi3aliiiHOI CTPYKTypH, B sAKil

PO3rOpHYTa BiIIOBITHA Mepexka.

5. HauanpHuK 3B’A3Ky BiMCBKOBOI OpraHi3aliifHOi CTPYKTypH TICJIS BH3HAUCHHS MOMIIMBOCTI
posropTaHHs Oe3MPOBOZOBOI Mepexki (3miHCHEHHA NOAATKOBUX IIIKIIOYCHB), Iepenac 3asBKy 3
BIZITIOBITHOIO PE30JIIOLIEI0 KEPIBHUKY (HAYaIBHUKY, KOMAaHAUPY) iH(opMamiiiHO-TeleKoMyHiKaiitHOro
By3da, w0 3abe3nedye iHpopMalifHO-KOMYHIKAliHHUMK CepBicaMM BiANOBITHMII CTPYKTYpHHI
MiApO3aia  BIMCHKOBOI opraHizamiiiHoi cTpykTypw, a0o TmOBiZOMIIAE 3asgBHHMKA IIPO TEXHIYHY

HEMOJKJIUBICTh peaizamii HOro 3asBKH.

6. Ha indopmaniiiHo-TeneKOMyHIKalifHOMY BY3I]i OIIPAIlbOBYETHCS OTPUMAaHa 3asBKa Ta IPH HASBHOCTI
pO3ropHYTOi 0e3mpoBONOBOI Mepexki 3MIHCHIOIOTHCSA MIAKIIOYEHHS OO0 Hei KI€HTIB BiHCHKOBOL
OpraHi3auniifHOi CTPYKTYpH, 3a3HAUCHUX Yy 3asBII.

7. Y BUNAAKy BiZICyTHOCTI pO3rOpHYTOi 0e3mpoBONOBOI Mepeki iHpopMamiiHO- TeleKOMYHiKaI[iHHUHA
BY30JI IPOBOJUTH TaKi Jii:

- 311HiCHIOE OpraHi3aliiiHi 3axoau, nependaveHi myHkToM 4 poszainy 111 mporo [Nopsaxy;

- MOJIA€ 3asiBKy JIO MiJpo3Aainy (oprany) 3a0e3nedeHHs Ha MOCTavyaHHs HEOOXiTHOrO KOMYHIKaLiHHOTO
00TaIHAHHS;

- 3IIHCHIOE PO3rOpTaHHS OE3MPOBOJOBOI MEpekKi 13 BHKOHAHHSIM BUMOI HIOAO HAJAIITYBaHHSI
obaHaHHS GE3MPOBOJOBUX MEpeX (IOAATOK 3) Ta MiAKIIOYEHHS KIEHTIB A0 Oe3MPOBOIOBOI Mepexki
3TiAHO 13 OTPUMAHNMH 3asBKaMH;

- ohopmitroe KapTky 067iKy 6e3mpoBo10Boi Mepesi (10aaTok 4).

- 371iMCHIOE 3aX01 TEXHIYHOTO KOHTPOJIIO 31 CKJIaJAHHSAM IIPOTOKOITY, opMa SKOro HaBeAeHa B JOJATKY
S.

8. [TlepioguyHiCTh 3MIHCHEHHS 3aXOMiB TEXHIYHOrO KOHTPOJIO IIiCNsA MiAKIIOUCHHS KJII€HTIB

BU3HAYA€THCA HAYAITBHUKOM 3B 53Ky BIHCHKOBOI OpraHi3alifHOl CTPYKTYPH, KU MOCTaBHUB 3aBIaHHS Ha



po3ropTaHHs 6e3MPOBOJOBOI MEPEXi, ajie He pifme 1 pa3y Ha Micslpb.

VY CTpyKTypHHX MiApo3dijax, ski 3a0e3nmedyroTbes iHGOpMAIiiHO- KOMYHIKAIIHHIMHU CcepBicaMu
iHpOpMaLiHHO-TEICKOMYHIKalIHHUMU  By31aMu  MiHicTepcTBa OOOpOHW YKpaiHW, NepioAWdYHICTH
3IIfICHEHHS 3aXOJIB TEXHIYHOTO KOHTPOJIO BH3HAYA€THCS KEPIBHUKOM (KOMAaHIMPOM, HayaJbHHKOM)

BiJINIOBITHOTO By3J1a, ajie He piauie 1 pasy Ha Micsllb.

9. Kaprku o6iiky 6e3npoBonoBoi Mepeski Ta [IpoTokonm TEeXHIYHOTO KOHTPOIIIO O€3IPOBOIOBOI Mepexi
00JIIKOBYIOTBCSI B YCTAaHOBJIICHOMY INOPSZAKY Ta 30epiratoThcst Ha iH(opMaliiiHO-TeIeKoMyHIKaliitHOMy

BY3JIi, IO 3Ji/ICHUB PO3rOpTaHH: OE3MPOBOAOBOT MEPEXKi.

EnextpoHHa KoIist KapTKH 00iKy 6e3MpoBOJOBOI MEepeXi Y TPHACHHUH TepMiH Hicist X po3ropTaHHs (
MOJICpHi3allil) HaACWIAETECA 10 ['0JOBHOTO MyHKTY YHpaBIiHHA iH(OPMAIiHO-TEIEKOMYHIKAIIITHOO
cucremoro 30poitHnx Crl YKpaiHu uepes BiIOBIIHI yHKTH yIPaBIiHHS CHCTEMOIO 3B 513Ky BilICEKOBHX
OpraHi3aniifHUX CTPyKTyp.

OcobnuBocTi 00JIKY, 3BITYBaHHS Ta 3MIHCHEHHA 3aXOJiB TEXHIYHOTO KOHTPOIIO y PO3BiTyBAIBHOMY
oprani MiHicTepcTBa 000pOHH YKpalHU BU3HAYAIOTHCSI HOT'O KEPIBHUKOM.

10. IIpu 3ropranHi 0e3npoBOIOBOT Mepexi iHPpOpMaLiifHO- TeIEKOMYHIKaiiHUK By30JI HAJIa€ JOTIOBiIb
JI0 BIJTOBIJHOTO IYHKTY YHPaBIJiHHS CHCTEMOIO 3B’S3KYy BiICHKOBOI OpraHi3amidHOT CTPYKTYypH MicCIs

3aBCPLICHHSA 3rOpTaHHS.

11. TexHiuHi pilIeHHs pO3rOpTaHHs 0E3MPOBONOBOI MEpEKi TOBHHHI BiIMOBiAaTH BapiaHTaM THIIOBHX
apXiTeKTyp Oe3NpOBOMOBHX MeEpex 3 JOCTYyNOM [0 iH(QOpPMAIiHHO-KOMYHIKAI[IHHUX CHCTEM Ta
3aTBEPKYBATUCh KEPIBHUKOM (KOMaHAMPOM, HAYaTbHUKOM) BiIIOBIIHOTO By3Ja.

I11. 3a6e3neucHHs Oe3reku OE3MPOBOIOBUX MEPEK

1. 3axonum 3 Oe3nekn OE3MPOBOIOBHX MEPEK MICTSTh B OOl opraHi3amiiiHi 3aX0/I1 Ta 3aX0IH TEXHIYHOTO
KOHTPOJIIO 1 NMOBUHHI 3a0€3M€YUTH MOCTIHHMIT Ta Oe3nepepBHUIN 3aXUCT iHpOpMaLii, sKa IUPKYIIOE B
0e3MpOBOIOBHUX MEpPeKax Ta 3ano0iraHHs HECAHKI[IOHOBAaHOMY JOCTYILY O O€3IpOBOIOBUX MEPEXK.

2. Iepenaua indopmanii yepes He3axUIIEHE CEPEOBUILE, SIKUM € 6e3MIPOBOIOBA MEpexka, 3IIHCHIOETHCS
y 3a1nppoBaHOMY BUTJISI 00 3aXUIEHUMH KaHAJIaMU Iepeaayi J1aHuX.

3. BiamoBinanbHICTh 3a 3a0e3nedeHHsT Oe3NneKkH Oe3MpPOBOJOBHX MEPEXK MOKJIANAETHCS HAa HadaJbHUKA
3B’5I3Ky BiHCbKOBOI OpraHi3aliifHOI CTPYKTYpH.

VY CTpyKTypHHUX Mifipo3/ilax BiiCEKOBUX OpraHi3alliifHUX CTPYKTYp, sKi 3a0e3medytoThest iHopmMamiiiHo-
KOMYHIKaI[iiHUMK cepBicaMu iH(poOpMaLiliHO- TeJeKOMYHIKaliiHUMH By3iamMu MiHicTepcTBa 060pOHH

VYkpainu, BiNOBIIaIbHICTD 32 3a0e3neueHHs 0e3nekn 0e3MpoBOAOBUX MEPEK MOKIAIAETHCS Ha CIYXKOU



3axucTy iH(OpMAaIii BiIITOBITHUX iHPOPMALIHHO-TENICKOMYHIKAiHHUX BY3IiB.

4. Oprani3aniifHi 3aX01 MiCTATb:

- IIOCTAaHOBKY 3aBIaHHs iH(opMaliiiHO-TeIeKOMyHIKaliifHOMY By3ly Ha pO3rOpTaHHSA Oe3IPOBOAOBUX
MEpex;

- BU3HAUCHHs BiANOBIJAJBHUX 32 MiJrOTOBKY TEXHIYHOTO DIlllEHHS, PO3TOPTaHHS Ta HalallTyBaHHSI
o0raHaHHS 0e3MPOBOJOBUX MEPEXK, HOTO eKCINTyaTalliiHO- TEXHIYHE 00CITyTrOBYBaHHS;

- BH3HAYCHHS YMOB PO3MiLEHHS OONaJHAaHHS OE3NPOBOZOBHX MEpEX, 3 METOI YHEMOJXKIIMBICHHS

(hi3MYHOTO IOCTYIy 10 HHOT'O CTOPOHHIX OCI0;

- PO3pOoOKy TEXHIYHOTrO pileHHs (CXeMH pO3ropTaHHs Oe3MPOBOJOBHX Mepex Ta crenudikanmii

HEeoOXiTHOTo 00JIaAHAHH);
- BU3HAYCHHS aIMIHICTPATOPIB;

- po3ropTaHHs 6€31MPOBOIOBUX MEPEX BIAMOBITHO N0 TEXHIYHOTO PIillIeHHS 3 JOTPUMaHHAM BuMor momo

Ha1aliTyBaHHS 06J'IaZ[HaHH${ 6e3HpOBOZ[0BI/IX MEPEK;

- o0mik oOnagHaHHS OE3MPOBONOBHUX MEPEXk y BCTAaHOBICHOMY NOpSAAKY B cHcTeMi MiHicTepcTBa

obopoHH YKpaiuy;,

- YOpaBIiHHA 00JIIKOBUMH 3aIIHCaMU KOPUCTYBAayiB;

- opraHizallito 3axo/liB pearyBaHHs Ha KIOCpIHLIUACHTH, BUSBJICHI B O€3MPOBOIOBUX MEPEKax;

- HaJ[aHHs JI0 YIOBHOBAXXEHOTO MiJPO3/iny YIpaBiiHHs 3a0e3MeUeHHs pearyBaHHs Ha KPHU30Bi CHTYyaIlil,
B MEXax B3aeMo/Iii, iHopMallii BiIMOBiTHO 10 1oaaTka 4.

5. 3ax0/11 TEXHIYHOTO KOHTPOITIO MiCTSITh:

- TIepEeBIpKY AOTPUMAHHS aIMiHICTPaTOpaMH i KOPHCTYBadyaMy BUMOT IIOJO HANAIITYBAHHS 00JIaJHAHHS
0e3MpPOBOOBOI MEPEXKi 31 CKIIAIAaHHAM MPOTOKOITY (I0JaTOK 5);

- BUABJICHHA B KOHTpOHLOBaHiﬁ 30H1 06HaIIHaHH}I 663Hp0BOIIOBI/IX MEpEK, M0 BUKOPHUCTOBYIOTHCA 3
TMOpYHIEHHAM Bumor mono HaJlalTyBaHHS 06J'IaI[HaHH$[ 663HpOBOHOBI/IX MEPEK Ta NPUINUHECHHSA ix

pobotu;

- KOHTPOJIb 3@ BHIPOBA/PKEHHSAM OHOBJICHb HNPOTPAaMHOI0 3a0€e31eUeHHS 06J'IaHHaHH$I 6€3HpOBOHOBI/IX

MEpEeX Ta YCYHEHHsI BUSBIEHUX BPA3JIMBOCTEH.

TuM4acoBO BUKOHYIOUHI 000B’A3KH €sres KOBAJIBOB

reHepaIbHOI0 AUpeKTopa JlupekTopaTy NoJiTHK



nudposizauii, undpoBoro po3BUTKY, HMPPOBUX
TpaHcdopmMmailiii i kibep6e3nexu y cdepi o6oponu

MinicTepcTBa 000poHM YKpaiHu

Hooamox 1

0o [lopsioky euxopucmanms
JIOKATILHUX Ppadiomepedncs cucmemi
Minicmepcmea o6oponu Yxpainu

(nynuxkm 3 po3oiny I, nynxkm 10 po3oiny II)
THUIIOBI APXITEKTYPHU

0e3npoBOIOBMX Mepexk 3 JOCTYNOM /10 iH(popMaNiliHO-KOMYHIKALIHHUX cucTeM

Tun 1 —rocteoBa Ge3npoBogoBa Mepexa (Puc. 1).

T'ocThoBa OE3MPOBOIOBA MEpeKa MOXKE PO3ropTaTHcs 03 BCTAHOBJIEHHS JOAATKOBOTO 3aXHIIEHOTO
3’e¢mHaHHSA 13 3a0esnedeHHsAM mmppyBaHHS iHQopMamii MK KOMYHIKAaiifHUM 0O0JIaJHAHHSAM
SJIKTPOHHOT KOMYHIKAI[IHHOT Mepexi (MapuIpyTH3aTOpaMM, MEpEKeBHMH eKpaHaMH TOIIO) Ta
KJTiIEHTAMH 32 YMOBHU JOTPUMAHHS BMMOTI LIOJO HAJALITYBaHHs 00NagHAaHHS OE3MPOBOJOBHX Mepeik (

JI0JIaTOK 3).

KiieHTH TOBHHHI MHiJKIIIOYAaTHCS [0 TOYKM JIOCTYIy 3 BHKOPUCTaHHSM MHpPOTOKONIB Oe3neku WPA2/
WP3-PSK.
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Puc 1. TumoBa apXiTeKTypa rocTb0BOi O€3MPOBOAOBOT MEPEXKI.

Tunm 2 — Ge3mpoBozOBa Mepexka 3 IOCTYIIOM 0 iH(POpMamiiHO-KOMYHIKAaIlifHHX CHCTEM MIISIXOM

noOyI0oBH 3aXUIeHUX 3’ eaHanb (Puc 2.).

Posropraerbcss 3 BUKOPHUCTaHHAM 3aXMIICHUX 3’€IHAHb TIEpeAadi OaHUX MDK KOMYHIKaI[iHHUM
00Ja/HaHHIM EJICKTPOHHOI KOMYHIKaliiHOT Mepexi (MapIipyTH3aTopaMH, MEPEeKEBHMH CKpaHAMH

TOIIO) Ta KIIIEHTAMH.
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Puc 2. TunoBa apxiTekTypa 6e3MpOBOJOBOI MEPEXKi 3 TOCTYIIOM JI0 iH(opMariitHo-

KOMYHIKAI[IHHUX CHCTEM IIUIIXOM I0OYJOBH 3aXHIIEHUX 3’ €IHAHb.
Tun 3 — O6e3mpoBojgOBa Mepexka 3 JOCTYIOM 10 iH(GOpPMAIiHHO-KOMYHIKAIIHHUX cHCTeM i3
3a0e3neueHHsIM cepBiciB AAA.
Bapiant 1 — migiroueHHs KII€HTIB 10 0e3npoBOIOBOI Mepexi 3MiHCHIOEThCS LIISXOM BUKOPUCTaHHS
cepBiciB AAA 3a nportokosiom IEEE 802.1X (Puc 3.1) .
Cepeep AAA Moxe OyTH pPO3rOpHYTHI Ha OKpEeMOMY cepBepi abo Ha cepBepHOMY oOOJaJHAHHI

€JIEKTPOHHOT KOMYHIKaLlilfHOT Mepexi, 10 K01 Hala€ThCS JOCTYII.



ITporoxon IEEE 802.1X
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Puc 3.1. Tunosa apxiTexTypa 6€31poBOIOBOT Mepexi 3a BapiaHTOM 1.

Hpumimxu:

|
l
l
|
|
|
I
I

z \

CepBicu AAA (en. authentication, authorization, accounting — aBTeHTH(IKamlis, aBTOPHU3ALis,

JKYpHAIIOBaHHsS) — CEPBICH HaJaHHSA JOCTYyIy a0 Oe3mpoBOJOBOI Mepexki Ta BH3HAUEHUX CEpBICIB

iHpopMaiHO-KOMYHIKALIHHAX CHCTEM 1 KOHTPOJIIIO 32 HUM.

TIporoxon IEEE 802.1X — mpoTokoJ KOHTPONIO AOCTYIy Ta ayTeHTU(]ikarii, skuid oOMexye mpasa

HEaBTOPU30BAHUX KIIIEHTIB MIOAO JOCTYIy 10 OE3MpOBOMOBOT MEpEeXi Ta CepBiciB iHpOpMaIiiHO-

KOMYHIKAI[IfHUX CHCTEM.

Bapiant 2 — 06e3mpoBojoBa Mepexa 3 JOCTYNOM A0 iHpOpMamiiHO- KOMYyHIKaliHHHX CHCTEM 3

BUKOPHCTaHHIM KOHTPOJIEpa YIpaBIiHHA 0€3[POBOIOBUME MepekaMu Ta cepsiciB AAA (Puc 3.2.).



l IIpotokon IEEE 802.1X
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Puc 3.2. Tumosa apxiTekTypa 06€3MpoBOI0BOT MEpEKi 32 BapiaHTOM 2.
Hpumimku:
Koutponep ynpasninas 6e3npoBonoBoi mMepexi (en. Wireless LAN Controller, WLC) — npucrtpiii, mo
3a0e3reuye [EHTpalli30oBaHe KEepyBaHHS TOYKAMH JOCTYNy i MOXXe OYTH OKpEeMHM IPHCTPOEM abo
BOYIOBaHNM B TOUKY JOCTYITY.
Bapiaut 3 — 0e3mpoBosoBa Mepeka s HalaHHS O€3M0CepeaHbOro JOCTYIy A0 iH(popMaliiHO-
KOMYHIKAIlIfHUX CHCTEM 3 BHKOPHUCTAHHSM KOHTPOJIEpa YNpPaBIiHHSA O€3NpOBONOBUMH MEPEkKaMHU,

cepBiciB AAA Ta cepBiciB kopropaTuBHOTo Kartanory (Puc 3.3).



l [Tpotoxon IEEE 802.1X
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Puc 3.3. TumoBa apxiTekTypa 6€3MpoBOI0BOT MEpeKi 3a BapiaHTOM 3.
Hpumimxu:
CepBicu KOPIIOPATHBHOTO KaTaJIoTy J03BOJIAIOTh BUKOPHCTOBYBATH I'PYIIOBI TIOMITHUKH A1 3a0€3MeUeHHS
KOPHCTYBAaIbKOIO POOOYOro CepesioOBHINA Ta KEpyBaHHS IaHMMH INOAO KOPUCTYBauiB, HPHUCTPOIB,
JIOJATKIB, IPYI KOPUCTYBAYiB, 1 IPUCTPOI B iepapXidyHill CTPYKTYpi.
Bapuant 4 — 0Oe3mpoBomoBa Mepexa Ui HaJaHHsA O€3MOCepeAHbOro AOCTYIY A0 iH(pOpMaliiHO-

KOMYHIKAI[IHHUX CHCTeM 3 BHKOPHCTAHHSIM KOHTPOJEpPa YIpPAaBIiHHSA OE3[POBOJOBHMH MEpPEKaMH,

cepBiciB AAA, cepBiciB KOPIIOPaTHBHOI'O KaTaJIory Ta iH(pacTpyKTypH BinkpuTux ximouis (Puc. 6).



TIpotoroa IEEE 802,1X
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Puc 3.4. Tunosa apxiTexTypa 6€31poBOI0OBOT Mepexi 3a BapiaHTOM 4.

Tpumimku:

IadpacTpykrypa Bigkputux kimodiB (en. Public Key Infrastructure, PKI) — cykymHicTh y3romkeHux
poJieid, MOJITHK, Tpouexyp, CWI i1 3aco0iB, HEOOXiHMX IUISI BHILYCKY, PO3IOJUTY, 3aCTOCYBaHHSI,
KOHTpOJIO, 00JiKy, 30epiraHHs Ta CKacyBaHHA KBali()ikoBaHMX cepTu(iKaTiB BIIKPUTHX KIIOYIB B
iHpOpMaifHO-KOMYHIKAaLlifHUX CcUCTeMaxX, 3 MeETOr 3a0e3nedyeHHS Oe3rnepebifHOro 3acToCcyBaHHS
3aco0iB (cucTeM) 3axMCTy iH(opMmamii (TeXHIYHOro, KpHTOrpadiyHOro, KiGep3axwucTy TOWIO), SKi
BUKOPHCTOBYIOTh aJTOPUTMHM aCHMETPUYHOro KpunrorpadidHoro mneperBopeHHs (kpunrorpadiuti

ITOPUTMH Ta MIPOTOKOJIHN 3 BIIKPUTHMH KIIIOUaMH ).

Hooamox 2



00 [lopsioKy 6UKOPUCMAHHS IOKATLHUX

paoiomepedic 6 cucmemi Minicmepcmea

oboponu Yrpainu

(nynxkmu 3, 5-7 po3oiny 1)

3PA30K

3 METOIO

3ASBKA

HaJaHHA

6G3HpOBOHOBOFO

JIOCTYITy

0

(Ha3Ba iHpopMaLiHHO-KOMYHIKAI[IHHOT CUCTEMH, 10 SIKOI INTaHy€EThCSI OTPUMATH OE3MIPOBOJOBHI JOCTYI)

B

iHTEpecax

(HaliMeHyBaHHs CTPYKTYPHOTO IiPO3ILTy BiliCEKOBOT OpraHi3amiitHOT CTPYKTYpH )

AKUN po3MiITyeThCs 3a aIpecoro:
(morToBUH 1HACKC, HAa3Ba 00JIACTi, Ha3Ba paloHy, Ha3Ba MIiCTa, Ha3Ba BYJIUII, HOMEp OyIiBIi)
npoiry Bac 3a6e3neunTy nigKII04eHHs KIi€HTIB HIDKYe3a3HaueHUX CIIy>KOOBUX 0ci0:
N:l BiiicbkoBe 3BaHH1, Ha3zsu indopmaniiino- [pumimenns, y Ha3sga
3/1f mpi3BHuIe Ta iHiniaau, | KoMyHiKauiliHUX cucTeM, 10 SIKMX Ma€ OyTH KJIi€HTA,
HOMep Tes1eoHy, SIKMX IUIAHY€ThCA OTPUMATH 3a0e3neqyeHuit MAC aapeca
HOMep NpUMileHHS 0e3mpoBOI0BHIi 1OCTYI 0e3npoBOI0BHIi
JA0CTYH
1 [HonkoBruk Cipko LI'. 0 | lareprer/CEO/inmi Ipum. Ne 10, 11, 12 | MoGinpHuit
68-413-23-30 iHpOpMamiiHO- KOMYHIKamiiHi MIPUCTPIi/
[pum. Ne 10 CHCTEMH Hoyt6yk AO-
B1-C2-D3-E4-
F5
2 |Maiiop Cunopenxo I'.l. |Iurepuer/CEIO/inmmui ITpum. Ne 12 IMEOM/
068-413-23-30  IIpum. |indopmaniitno- KomyHikawiitHi MobinbHuit
Ne 12 CUCTEMU MIPUCTPIi,

F0-E1-D2-C3-



| | B4-A5

KepiBHUK (HauaabHHUK, KOMAaHIUP) CTPYKTYPHOTO MiJPO3AiTy BificCbKOBOI OpraHizauiiHoi CTpyKTypH

(mocana, BificbkoBe 3BaHH:) (mmianuc) (Im’s, [IPI3BUILIE)

Hooamox 3
00 [lopsioKy 6UKOPUCMAHHS IOKATLHUX
padiomepedic 6 cucmemi Minicmepcmea
oboponu Yrpainu
(nynxkm 7 po3oiny II, nynkmu 4, 5 po3diny 111)
BUMOI'

L0/10 HAJIALUTYBAHHS 00JI1aJHAHHS (6€3NMPOBOJOBHX MepeK

1. Jlynst HanmamrtyBaHHS KITI€HTIB:

- 3a0€31eYeHO aHTUBIPYCHHUI 3aXHCT KIIEHTIB BIIIOBIAHO 1O BHMOT Hakady MiHicTepcTBa 00OpOHH
Vikpainu Bijg 26munH 52017 Ne 391 “TIpo 3artBepmxenHst IHcrpykuii 3 opranizanii aHTHBIpyCHOTrO
3axHucTy B iH(opMaLiiiHO- TenekoMyHikalidHUX cucTemax MiHictepcTBa o6oponu Ta 30poiiHux Cun
Ykpainu”;

- 3a0e3neueHo JOTPHMAaHHS BHMOT [iFOYOi MApOJBHOI TMOJITHKM IIOJ0 CKJIAJIHOCTI MapojiB Ta
MepioANYIHOCTI X 3aMiHN;

- BAMKHYTO MO>JIMBICTb CTBOPEHHSI TOUKH JOCTYITY “XOT-CIIOT .

Pexomenoosano:

- kepyBaTH chuckamu nepeBipeHnx SSID (moBipeHHX) O€3MpOBONOBUX MEPEX Ui IMiIKITIOYCHHS,

MEePIOMYHO BUAATATH OE3MPOBOIOBI MEPEKI, IO HE BUKOPHCTOBYIOTHCS 200 HE € JOBIPCHUMH;

- BMHKaTu 0e3mpoBooBHil iHTepdeiic Oe3nocepeqHbO NpH 3MiHICHEHH] MigKIIOYeHHS 10 0€31MpoBOI0BOL

Mepesxi (ITiCIs BIIKITIOUEHHS Bl 0€31pOBOI0BOT MEpEKi BUMHKATH ).

2. [ns namamrtyBaHHS OE3MPOBOJOBHX TOYOK JOCTYIy Ta KOHTpPOJEpIB YHpaBIiHHSA OE3MPOBOIOBHX

Mepex:

- 3a0e3Me4YeH0 JOTPUMAHHS BUMOT JiIOY0i MapoJIbHOI MOJITHKH IIOJO CKJIAJHOCTI MapoJliB Ta

MEePIOANIHOCTI X 3aMiHH;

- HaJAIITOBaHA MiHIMalbHA HEOOXiAHA Ul 3a0e3MeyYeHHs POOOTH KIIIEHTIB MOTYXKHICTh MepenaBayva



TOYKH OE3MPOBOIOBOrO JIOCTYILY;
- BUKOPUCTOBYIOTECS ITPOTOKONHU Oe3neku He Hikye WPA2, WPA2-Enterprise;

- BIJKIFOYCHO MOXIIHBICThH MiIKITIOYCHHs KIIIEHTIB MO croporeHiit mpouexypi WPS (Wi-Fi Protected
Setup);

- SSID He MicTHTB OIHCOBOI iH(pOPMALLiT, IO 103BOJISIE BUSIBUTH NMPUHAISIKHICTH OE3MPOBOOBUX MEPEK

(Ha3Ba BiliCbKOBOI OpraHi3amiifHOT CTPYKTYpH, TOIIO, aApecu, HoMepH TenedoHiB abo MOIMTOBI agpecn );

- 3a0JOKOBaHA MOXKJIMBICTH aAMIHICTpYBaHHS TOYKHM OE3HMPOBOJOBOIO JOCTYIY 3 BHKOPHCTAHHSIM

HezaxunieHux npotokoisis (HTTP, TELNET rtoio);
- 3a0e3MeYNTH MOHITOPHHT MepeeBoro Tpadika 6e3mpoBo0BHX Mepex. PekoMeH10BaHO:
- 3MiHUTH cTaHmapTHi iMeHa (logins) aaMiHicTpaTOpa Ta KOPUCTYBAYiB;

- BIAKJTFOYMTH MOXITUBICTB aIMiHICTpyBaHHS O€3MPOBOLOBHX MEPEX 13 BUKOPHCTAHHSIM 0E3IIPOBOIOBOTO

I IKITFOYCHHS;

- 3a0e3MeYnTH PO3MEKOBYBaHHS O€3MpOBOIOBOI MEpeXi 1 €IeKTPOHHMX KOMYHIKAIIMHHX Mepex i3

BUKOpHCTaHHIM TexHomorii VLAN;

- 3a0e3MeynTd AOCTYN 10 Oe3mMpoBOJOBOI MEpexi NUIIXOM BUKOpHUCTaHHA ¢imbrpanii MAC-agpec
KIIIE€HTIB;

- 3MIHUTH CTAHIApTHI Ta BinoMi komyHikauniitai noptu (TCP/UDP);

- BUMKHYTH QyHKLiT ceppepa DHCP.

Hooamox 4
00 IIopsoKky suKOpUCmMans 10KATbHUX PAdioMepedc 8 Cucmemi
Minicmepcmea oboponu Yrpainu
(nynxkmu 7, 9 po3diny II, nynkm 4 po3soiny 111)
3PA30K
KAPTKA OBJIIKY
0e31poBO0BOI Mepe:ki

(HaliMeHyBaHHSI CTPYKTYPHOTO IiPO3ILTy BifiCEKOBOT OpraHi3amiitHOT CTPYKTYpH )

No Bizomocti npo 6e3npoBo0BYy MepeKy

3/




1 1O6’ekT: EKM 3CYVY, Iurepuer, Bimokpemnena EKM,

iHII1 1HGOPMAaIiHO- KOMYHIKALii{HI CHCTEMH

1.1] Micue posropraHHs:

(micTo, BifiCPKOBE MiCTEUKO, MiAPO3ILT )

2 | Olmro3

2.1| Mogens o6nagHaHHS RB750Gr3

2. |IP-appecu BUXigHUX iHTEpQEHCIB: 93.122.33.33/26

1.1

2. |IP-appecu BxinHux iHTepdeicis: 192.168.88.1/24, 10.222.242.1/24
1.2

3 | MixmepesxeBuii ekpaH (3a HasBHOCTI )

3.1 Monens obnagnaunss / [P-anpeca ASA-5508-K9/10.222.242.254

4 | KomyHikamiiine o0iagHaHHS 6e3MPOBOJOBOI Mepexi

4.1] Mopnens obnannanns / IP-agpeca TL-CNT-91/10.222.242.2

4.2l Mopgens obnaguanns / IP-anpeca TL-CNT-91/10.222.242.3

5 | KonTakTHa iH(popMaris

5.1| Im’s, mpi3BHUIIE aAMIHICTpATOPa MEPEXi IOpiii [llunan
5.2| Tenedonu as 38’ A3Ky 3CY002: 33-333, mo00. Tem.: +380 (93)
333-33-33

5.3| ligpo3min, BiamoBimansHU 3a eKciutyatamiidHo- | BilicbkoBa yactuna A0000

TEXHIYHE 00CIIyroBYBaHHsI OE3MPOBOIOBOT MEPEXKi.

Ilpn 3amoBHEHHI ypaxOByBaTM BHMOTHM 3aKOHO/ABCTBA IEPENiKy BiZOMOCTEHl, IO CTaHOBITH

ciy»x00By iH(poOpMaILiio.

(mocana, BiifickkoBe 3BaHHS, MIAMIC, iM’s Ta IPI3BUILE aaMiHicTpaTopa 0e3mpoBoI0BOT Mepexi) (1aTa)



Hooamox 5

00 IlopsioKy 6UKOPUCMAHHSA IOKATLHUX

paodiomepedrc 8 cucmemi

Minicmepcmea oboponuYrkpainu

(nynxmu 7, 9 po3diny I, nynkm 5 po3soiny 111)

3PA30K
IMPOTOKOJI

TeXHIYHOro0 KOHTPO.II0 0e3NPOBOA0BOI Mepe:ki

(HaliMeHyBaHHs CTPYKTYPHOTO MiJPO3ALTy BificbKOBOT OpraHi3auiifHOI CTPYKTYpH )

(SSID )
Ne Iuranus Tunosi
3/ BapiaHTH
3aII0BHEHHNA

—

[Nepenik kopucTyBadiB O€3MPOBOIOBOI MEPEXKI.

BiamosigHo 10

3asIBOK:
Bl . .Ne,
30 Neo ,

aZMiHiCTpaTOpa, iMEHa Ta MOBHOBAYKEHHS BOYIOBaHUX KOPUCTYBAiB.

2 | IHCTpYyKIIist KOPUCTYBadiB OE3MPOBOIOBUX MEPEK. JlokymeHT  Bix
. Ne
3 | Bcranosneno SSID 6e3npoBonoBux Mepex 0e3 ommcoBoi iHpopMarmii, 31aTHOL
BCTAHOBMTH TIPUHAIEXKHICTh 6e3NpOBOJIOBUX Mepexk (HazBa crpykTypHoro | Tax/Hi
HiIpo3/iay BiHCHKOBOI OpraHi3amiifHOi CTPYKTYpH, TOINO, aapecH, HOMEpH
TenedoHiB abo MOIITOBI axpecH).
4 | BcTaHOBNIECHO BiIMiHHI BiJi BCTAHOBICHHX BHPOOHUKOM a0o0 iHCTAISTOPOM
O6NajHaHHA HANANITYBAaHHSA 33 3aMOBYYBaHHAM, iM’s Ta moBHoBaxeHHs | Tax/Hi




5 |3abe3neueHo  3axuct  BeO-iHTepdeiicy  koHDirypyBaHHs  oGnagHaHHS
0e3MpOBOIOBOI MEPEXi. Tax/Hi
6 | Tpaucmsiist SSID BigkitroueHa.
Tax/Hi
7 |3abe3neueHo  HajamTyBaHHA  imeHTH]ikamii Ta  aBTeHTH(IKamii A
aJIMiHICTpyBaHHS 1 TOCTYIy KOPUCTYBaYiB. Tax/Hi
8 | Buxkopucrano gomaTkoBe mmQpyBaHHS AT 3aXUCTy JAHUX, IIO TEPeNaroThCs
yepe3 OE3MPOBOJOBY Mepexy (B 3aleKHOCTI Bifl apxiTekTypu moGynosu |(TUIl
6e31poBOI0BOT Mepexi). 3aXMIIEHOIO
3’€THaHHS,
HPOTOKOJ
G pyBaHH)
9 | Touku poctymy MiATPUMYIOTH NMPOTOKOIM Oe3neku He Hmkde WPA2, WPA2-
Enterprise, 60 aHJIOTIYHI MPONPIiETapHi PillIeHHS. Tax/Hi
(TIpoToKOIN
Oe3reKu )
10] B 6e3mpoBozmoBiit Meperki Bukopuctano [P axpecanito Binminny Bin IP agpecamii
JIOKAJIBHUX MEPEXK MiIKIIOUEeHHS. Tax/Hi
11] 3abe3neyeno GinpTpyBaHHS aApec 3a TOMOMOTOI0 3aC00iB KOHTPOITIO TocTymy (M
AC ¢inbrparis). Tax/Hi
12] OOMexeHO TOTY)XHICTh pamiOCHTHATYy TOYKH O€3MpOBOIOBOTO JOCTYHy B
3aJIeXKHOCTI BiJl BiJJIAJICHOCT] KITIEHTIB. Tax/Hi
13| 3abe3neueHo po3MexyBaHHS O€3MPOBONOBOI MEpEkKi Bil JOKAIBHHX MEPEX 3a
JIOTIOMOTOI0 MEPEKEBOTO eKpany (MPOrpamMHO-anapaTHOro, porpamuoro expany | Tax/Hi
) Ta/abo Mapmpytu3aTtopa (B TOMY 4YHCJII HpPOrpaMHOro) 3 (QyHKIisIMH
MEPEKEBOTO EKpaHyBaHHs. (Tun pucTporo
14| MosniTopuHT MepesxeBoro Tpadiky 6e3mpoBoI0BOT Mepexi.




Tax/Hi

(mporpamHue
3a0e3MeueHHs )
15| 3abopoHeHO anMiHICTpYBaHHs OE3MPOBOIOBOI MEpEeXi 13 BHKOPHCTaHHSIM
0E3MPOBOIOBOrO MiAKIIOUCHHS. Tax/Hi
16| 3abokoBaHO CepBicH, IO HE BUKOPHCTOBYIOThCS (B TOMY YHCII Ha
HAWOIMKIOMY MEPEKEBOMY €KPaHi MICJIsi TOUKH GE3MPOBOIOBOTO JOCTYILY). Tax/Hi
17 CrannapTHi Ta BUIUMI KOMYHIKaIiiHI mopTH (tcp/udp) HE BUKOPHCTOBYIOTBCS.
Tax/Hi
18| BumkHyTOo HesammdpoBanuii moctyn no touku npoctymy (HTTP, TELNET,
RLOGIN Ta inmi). Tax/Hi
19| BumknyTo ¢yukuii ceppepa DHCP.
Tax/Hi
20| s OesmpoBomoBoi  Mepeki BuaiieHo okpeMi VLAN 3 ypaxyBaHHAM
apXiTeKTypH MOoOYIOBH EIECKTPOHHOT KOMYHIKaLliifHOT MepexKi. Tax/Hi
21| BignoBizaneHuii 32 301HCHEHHS 3aXO0/IiB TEXHIYHOTO KOHTPOJIIO Ta NEPiOANYHICT
X IpOBENICHHS. (HaliMeHyBaHHS
MiAPO3 ALY,
mocaoBO1
ocobu)
(TepioANMYHICTB
22| 3aco0u aBTOMAaTHYHOTO MOHITOPHHTY Ta BHUSBJICHHS MONiil (IHIMICHTIB) Oe3meKu
B 0€3MPOBOJIOBIN MEPEXKi 13 MOXKIIMBICTIO 30€piraHHs Ta HAKOMMYCHHS iHpOpMAIlii (HaliMeHyBaHHS
po BUsIBJICH] moii (1HIMISHTH) Oe3MeKH 3ac00iB)
23| TIporpamue 3abe3neyeHHs oOJiaHAHHS OE3MPOBOJOBOI MEpeXki OHOBIEHO MO
OCTaHHBOI Bepcii Tax/Hi




24 O6nik 6e3mpoBOOBOrO OOJIAJHAHHS 3IMCHIOEThCA BimmoBimHO 10 kepiBHuX | Tax/Hi

JIOKYMEHTIB
(mocaza, BIHCHKOBE 3BaHHS, MIAIMHUC, iM’S Ta (mocana, BificbKOBe 3BaHHSI, MIAINHUC, M’ Ta
pi3BHILE 0COOH, AKa 3AiHCHIOBANA 3aX0N Mpi3BHINE  anMiHicTpaTtopa  0e3mpoBOIOBOT
TEXHIYHOTO KOHTPOIIO OE3IMPOBOIOBOI MEPEXKi) Mepexi)
(nara) (nmara)

(mocaza, BIiCHbKOBE 3BaHHSI, MIAMHUC, IM’S Ta
Mpi3BUILE KepiBHUKA (HAYaIbHUKA,
KOMaH/AMpPa) CTPYKTYPHOTO MiPO3 1Ty

BiliCEKOBOI OpraHi3aIiiiHol CTPyKTypH)

(nara)

* . . . o
HpI/I 3allOBHCHH1 YpaxOByBaTH BUMOT'UM 3aKOHOJABCTBa IEPEIIIKY BLAOMOCTEH, IO CTAHOBJIATH

ciyx00By iH(popMaILiio.



